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1
Decision/action requested

It is kindly requested to approve this doc
2
References

[1] 
3GPP TS 38.423 v050  “Xn application protocol (XnAP)”
3
Rationale

This contribution adds security policy handling during Xn-handover section with the following changes:
1. The security policy in included to the target gNB in HO request message.

2. To align the agreement that the algorithms are common for CP and UP protection.

3. Add description about keys generation at target gNB.

4. The indication for activation of UP encryption and/or integrity protection shall be sent to the UE in HO Command message.

5. The SMF checks whether the security policy is changed during HO.

6. Align message name with 38.423[1]

All changes are aligned with what has been agreed in the Xn-handover section.

Two ENs are deleted by updating the mechanism.
4
Detailed proposal
*************** Start of Change  ****************
6.7.3.1

Xn-handover 

At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE's 5G security capabilities, UP security policy and ciphering and integrity algorithms used in the source cell in the handover request message. The target gNB shall select the algorithm with highest priority from the received 5G security capabilities of the UE according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the HANDOVER REQUEST ACKNOWLEDGE if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). The chosen algorithms 
are applied for both RRC protection and UP protection at target gNB. 
.
The target gNB shall generate a RRC ciphering key and a RRC integrity key based on the chosen algorithms. If the received security policy indicates the UP integrity protection and/or encryption for a PDU session is ON, the target gNB shall activate the UP ciphering protection and/or UP integrity protection of the respective PDU session based on the security policy. In addition, the target gNB shall generate a UP ciphering key and/or a UP integrity key based on the chosen algorithms,. 

An indication for activation of UP encryption and/or integrity protection according to the security policy shall be sent to the UE in HANDOVER REQUEST ACKNOWLEDGE message. The UE shall activate UP encryption and/or integrity protection according to the security policy and  shall also generate the UP encryption key and/or UP integrity protection key using the chosen algorithms.
An indication for activation of UP encryption and/or integrity protection according to the security policy shall In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities, the security policy and the corresponding PDU session ID received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm. The AMF shall forward the security policy and the corresponding PDU session ID to the SMF. The SMF shall verify the security policy received from the target gNB are the same as the security policy that the SMF has sent before. If there is a mismatch, the SMF shall send its locally stored security policy of this PDU session to the AMF to be sent to the target gNB in the Path-Switch Acknowledge message. Additionally, the SMF may log the event and may take additional measures, such as raising an alarm. 
If the target gNB receives UE's 5G security capabilities from the AMF in the Path-Switch Acknowledge message, the target gNB shall update the AS security context of the UE with these 5G security capabilities of the UE. The target gNB shall select the algorithm with highest priority from these 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The target gNB shall immediately initiate intra-gNB-CU handover  procedure described in section 6.9.2.3.1 indicating the selected algorithms and NCC to the UE. 
If the target gNB receives security policy from the SMF in the Path-Switch Acknowledge message, the target gNB shall immediately initiate intra-gNB-CU handover procedure sending the indication for the activation of UP encryption and/or integrity protection.


NOTE:
Transferring the ciphering and integrity algorithms used in the source cell to the target gNB in the handover request message is for the target gNB to decipher and verify the integrity of the RRC Reestablishment Complete message on SRB1 in the potential RRC Connection Re-establishment procedure. The information is also used by the target gNB to decide if it is necessary to include a new selection of security algorithms in the Handover Command message.

*************** End of Change ****************
�This is not needed because the “chosen algorithm” can also be the “algorithms received from the source gNB”


�This is not needed because the “chosen algorithm” can also be the “algorithms received from the source gNB”





